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B ChUsesim7an ) root@LAPTOR-QTCGESHO: fet O 1ootBLAPTOR-QTCGESHC: /m 4 - o x |4
L] ® = LY = G
(s e—maaaly amanm ] .
™ Tine Protosel ~
767 BA.578553 100 id
.978043 10 id
25406 81,978049 0,111 172.26.24.231 1cHe id
25407 81.988324 24,231 172.18.48.111 10 14
45921 82.981919 48.111 172.26.24.231 0P E {pin est id
45922 82.981926 172.26.24.231 1oMP 74 Echo (ping) request id
45927 82.985551 172.18.40.111 104 74 Echo (ping) reply  id
46579 83.985273 172.26.24.231 1000 74 Echo (ping) request 1d
46580 §3.985278 172.26.24.231 104 request id
46582 83.988073 172.18.40.111 1M reply  id
47116 84.988853 172.26.24.231 100 request id
47117 84988858 172.2 100 request id
47118 84.991975 172.18.48.111 o y id
85.992579 172.18.48.111 172.26.24.231 e
85.992584  172.18.48.111 172.26.24.231 100 request
85.995385 172 4,231 172.18.40.111 10 74 Echo (ping) reply
48048 86.997085  172.18.40.111 172.26.24.231 0 74 Echo (ping) request id
48049 86.997093  172.18.40.111 172.26.24.231 104 74 Echo (ping) request 1d
48051 87.000350  172.26.24.231 172.18.40.111 100 reply  id
88.009376  172.18.40.111 172.26.24.231 1M ) request id
8.009384 172.18.40.111 172.26.24.231 107 request id
48477 88.812181  172.26.24.231 172.18.48.111 1cHe eply  id
48950 89.811999  172.18.40.111 172.26.24.231 o uest 1d
48951 £9.812087 172.26.24.231 1P ) request id
52 89.814733 172.18.48.111 100 id
455 99.015758 172.26.24.231 104 id
49456 90.015764 .18.40.111 172.26.24.231 1000 14
172.26.24.231 172.18.40.111 104 1d
49925 91.020114  172.18.40.111 172.26.24.231 1M id
49926 91.620120  172.18.40.111 172.26.24.231 1M id
49927 91.022339  172.26.24.231 172.18.40.111 1M id
« >
Frame 31072: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{@96BBAAD-FASD-4FAA
Ethernet II, Src: LAPTOP-QTCGESHO.local (b4:b6:86:d9:d2: Dst: Hangzhou_e6:8e:8d (38:22:d6:e6:0e:8d)
Internet Protocol Version 4, Src: 172.18.48.111 (172.18.40.111), Dst: 172.26.24.231 (172.26.24.231)
Internet Control Message Protocol
« >
38 22 db e6 @e Bd bd b6 86 d9 d2 Sa 88 0@ 45 8@ 8" Z-E
80 3c ¢5 d1 00 B2 86 @1 00 8@ ac 12 28 6f ac la < (o
18 7 @B 00 4d 2a 00 1 00 31 61 62 63 64 65 66 Me. . labcdef
67 68 69 6a Gb Gc 6d Ge 6F 70 71 72 73 74 75 76 ghijklmn opgrstuv
77 61 62 63 64 65 66 67 68 69 wabedefg hi
@ ¥ AR dive cupture in propressy Sl B2z« PRA: 105 (0.28)| EE: Defwle

m7811 at 28:57:12]
LIETs] 172.26.24.231
Starting Nmap 7.91 ( https://nmap.org ) at 2020-12-19 20:57 ?D1l0xéx?&x7?
Nmap scan report for 172.26.24.231
Host is up (©.8038s latency).
Nmap done: 1 IP address (1 host up) scanned in 3.14 seconds

&FE wireshark , KEHII I, -sPEBIEBRIANEN T, KiE— ICMP [8FiERA—A> TCP
F) 80 it o a0 FARFFBUH P AT, 5t RIE—A SYN ]R3 (F connect() & 4t i F) 2 H ARHLIY 80 i 1. 24
FERUH P R B R B AsPLE, 2 K1% ARP &K (-PR), :

Time Source Destination Frotocol Length Infa

321886 172.18.48.111 172.26.24.231 ICMP 42 Echo (ping) request id=@x4c3f, seq=8/8, ttl=37 (no response found!)
.321094 172.18.48.111 172.26.24.231 ICMP 42 Echo (ping) request id=@x4c3f, seq=8/0, ttl=37 (reply in 300)
.324435 172.18.40.111 172.26.24.231 TCP 58 54646 + 443 [SYN] Seq-0@ Win=1024 Len=0 MSS=1460

5.324441 ). 111 7 . cp 58 [TCP er] 5 > 443 [SYN] Se
.324466 .18.40. .26.24. 54 54646 > 80
54 [TCP \

298 5.324430 172.18.49.111 172.26.24.231 CMP 54 Timestamp request  id=0x2b3d, seq=0/0

299 5.324482 172.18.49.111 172.26.24.231 P 54 Timestamp request  id-Ox2b3d, seq-8/0, ttl-43
300 5.325389 172.26.24.231 172.18.49.111 IcMP 60 Echo (ping) reply  id=Bx4c3f, seq=0/0, ttl=60 (request in 293)

301 5.335169 .26.24.: .18.48. 60 8@ -+ 54646 [RST] Seq=1 Win=@ Len=0

362 5.335193 .26.24.: .18.48. 60 443 -+ 54646 [RST, ACK] Seq=1 Ack=1 Win=0
303 5.335926 172.26.24.231 172.18.48.111 ICMP 68 Timestamp reply id=8x2b3d, seq=06/8, ttl=6@

b) I HASHLEIRG K, ERE®, SRAHAARR? HHER .
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HE® T ufw ,

A 47 e ufw



Last login: Sat Dec 19 208:12:17 2820 from 172.18.48.111
:~$ sudo ufw status

[sudo] m

BrEEiaY ssh EE, EHSE (y|n)? v
#1305 B 1S
:~$ sudo ufw default deny
BRiARY incoming SEBE 7
(& fH A i B {RA
:~% sudo ufw status

A
#E *B

57608 ALLOW Anywhere
1688 ALLOW Anywhere
22 ALLOW Anywhere
88/tcp ALLOW Anywhere
5788 (v6) ALLOW Anywhere
1688 (v6) ALLOW Anywhere
22 (v6) ALLOW Anywhere
80/tep (v6) ALLOW Anywhere

Z:2% https://p3terx.com/archives/use-ufw-to-disable-icmp-protocol-access.html, &4 /etc/ufw/before.rules 3¢
4, f#15 ufw ZE1E ping 4

:~$ nano /etc/ufw/before.rules
:~% sudo nano fetc/ufw/before.rules
:~% sudo ufw reload

B before.rules 1A :


https://p3terx.com/archives/use-ufw-to-disable-icmp-protocol-access.html
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GNU nano 4.8 Jetc/ufw/before.rules

*filter

:ufw-before-input - [8: 9]
:ufw-before-output -
:ufw-before—fornard
:ufw-not-local - [©:8]

ufw-before-input -i lo -j ACCEPT
ufw-before-output -o lo -j ACCEPT

ufw-before-input -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
ufw-before-output -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
ufw-before—forward -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

ufw-before-input -m conntrack --ctstate INVALID —-j ufw-logging—-deny
ufw-before-input -m conntrack --ctstate INVALID -j DROP

ufw-before-input —p iemp --icmp-type destination-unreachable -j ACCEPT
ufw-before-: 1cmp - 1cmpftype time-exceeded -j ACCEPT
uf t et

ufw-before—forward -p icmp --icmp-type destination-unreachable -j ACCEPT
ufw-before—forward -p icmp --icmp-type time-exceeded -j ACCEPT
ufw-before—forward —-p iemp --icmp-type parameter-problem -j ACCEPT
ufw-before—forward —-p icmp --icmp-type echo-request -j ACCEPT

ufw-before-input —p udp --sport 67 --dport 68 -j ACCEPT

AR ER A EE DR 1, S'Eiznl RIN nmap -sP REMEFRBUXI NI ip 11 ping TCiEIGIE:

m7811 at in ~ [21:33:39]
ping 172.26.24.231

IEtt Plng 172.26.24.231 B8 32 F

172.26.24.231 Y Ping H#it{EE
Ba: BER=E =4, 28K =0, = 4§ (100%

m7811 at in ~ [21:36:45]

nmap 172.26.24.231
Starting Nmap 7.91 ( https://nmap.org ) at 2020-12-19 21:36 ?Dlaxéx?é&x7??
Nmap scan report for 172.26.204.231
Host is up (0.8020s latency).
Nmap done: 1 IP address (1 host up) scanned in 2.56 seconds

m7811 at in ~ [21:36:49]

JRRSE RN nmap -sP IV £ & 3% icmp B, BSEST top R, MWMEAEHR ip R EAAE
c)  MHRSERAEIE, Hhs LRy EEEN, AR ?
BT ufw B KESIERE 2 )5, BIEAH ACCEPT &5y DROP B, K420k ® icmp BLEFE,
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PRI HARHLICIERT iemp SRUFEHEAT IR, AT 250 7 R SR A AN

2. X HARENEEAT TCP ui O CHAREN DT A B ki
a)  FHEH nmap -sT, FAfERIT:

m7811 at in ~ [21:52:21]
ping 172.26.24.231

IEtt Ping 172.26.24.231 B3 32 =HHPHIE:

172.26.24.231 Ej Ping %t 13
HiE®: EE= =4, B =4 = 4 (10e0% =),

m7811 at
nmap 172.26.24.231
Starting Nmap 7.91 ( https://nmap.org ) at 2020-12-19 21:59 ?D10+éx7&x77
Nmap scan report for 172.26.24.231
Host is up (0.8829s latency).
Not shown: 998 filtered ports
PORT STATE SERVICE
22/tcp open ssh
1688/tcp open nsjtp-data

Nmap done: 1 IP address (1 host up) scanned in 44.89 seconds

b) i SYN (333 nmap -sS, 45 B A

m7811 at in ~ [22:80:21]
nmap 172.26.24.231
Starting Nmap 7.91 ( https://nmap.org ) at 2820-12-19 22:82 7D1uxéx?7&x77
Nmap scan report for 172.26.24.231
Host is up (P.8838s latency).
Not shown: 997 filtered ports
PORT STATE SERVICE
22/tcp open ssh
88/tcp closed http
1688/tcp open nsjtp-data

Nmap done: 1 IP address (1 host up) scanned in 7.48 seconds
¢) R ERWRERAE RE R FRTE SR ] . IR AT R
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